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Revision note (2026-09-07)

Revised after the implementation review of 2026-09-07. The first implementation matched a
flat list of substrings in every header; because /* was on that list, every browser’s Accept:
text/html, ..., */*;q=0.8 header was classified as SQL injection and every real browser
received 403. The review replaced the flat list with the tagged automaton and the structural
tokenizers described here, added a test that passes a complete Chrome request untouched,
and corrected the “sliding window” description of the rate limiter to what the code imple-
ments: the Generic Cell Rate Algorithm.

26. Context and problem statement

An edge proxy faces two threat classes at once: automated harvesting that looks like ordinary
traffic, and application-layer exploitation (SQL injection, cross-site scripting, path traversal and
local file inclusion, command injection, and request floods). Deployments typically chain a chal-
lenge proxy in front of a separate application firewall and pay for two processes, two parsers, and
an inter-process hop on every request. Sibuna’s Shield surface (- -shield, the default) performs
both roles inside the same zero-allocation pass; the Gate surface (- -gate) switches the semantic
inspection and the flood limiter off for deployments that only want proof-of-work admission.

27. Engine choice: automata and tokenizers, not regular ex-

pressions
Three families of engine were considered.

« Regular-expression rule sets (backtracking engines) execute hundreds of backtracking
patterns per request, allocate match contexts, and are notoriously prone to false positives.

« SIMD literal engines (Hyperscan, Vectorscan) prefilter with shuffle-based literal matchers
and verify with automata; they win on long inputs and very large literal sets, at the cost of a
multi-megabyte C++ dependency, a compile-time pattern database, and no portability to the
browser side.

« Aho-Corasick automata with structural tokenizers (the libinjection lineage) scan each
field once in linear time with a fixed table and detect structure with small deterministic
scanners.
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Sibuna’s inputs are dominated by short header fields; a User-Agent scans in 85 ns and an entire
browser request is measured by the standalone policy benchmark. The third family was chosen.
The measured cost on an 8 KB body is 23.7 ps (about 2.9 ns per byte); SIMD prefiltering remains
an open item for body-heavy deployments (SID 0006 records the analysis).

28. Design

28.1. Byte-class pre-scan
One pass over each field records which byte classes occur: quote characters, =, <, shell separators
(G | &% \n), %, NUL, canonicalisation triggers (% +trn
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